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MASQUE (Multiplexed Application Substrate over QUIC Encryption)&=
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EAl 7l=e| M= alidstal, ele| Ho|E{7t Transport QUICE &dli E
23 2 & UEE Transport QUICE 7[¥H(Substrate) ZEEZE At8sotes
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MASQUE= (1) Transport QUIC H[O[E{1R0| HTTP/30|M AEE[= A
Of CHst delet (2) CHY MHO| UDP AZIS A|&st= Mz SF72| HTTP
23, 0| & 7K #& 7|=2 UDP H'EY =AHE s{ZAstnA ¢

OSI 780]0 & SEAS2 MEAS0| FARl= 7=

o Transport QUIC & HTTP/3 ®Z3} 2= HAM 20|

82 QUICE T30 MU JIS2N BHOIA 28 45 2 22 £ A
Ofot &4 BIE FYATIY| U3 71EY
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2ot 9 SHAMEl M52 ABBHS UDP 7ldt s AZ Z2ESY
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2016A =28t QUIC WGO| 52! E|of E4AQ1 =97}
elS HOHAM of 5T IETFOIM BEESIE 2IASIRS
QUIC WGOJ[A| IETF A QUICZ HTTP #0f of-l CjE Z2EESS HESE &
oo ook HASHK (HTTP-over-QUIC) Hypertext Transfer Protocol
(HTTP) over QUIC®t (Transport QUIC) QUIC: A UDP-Based Multiplexed
and Secure Transport@Z LE=0| TS AI2IS6IYS

At 20213 5€ CH23 20| Transport QUIC Z2EZ T 2 BERJ|ES0|
O|E10| RFCE _l_Al HHEE'%%

AZElon 0| B2

QUIC: A UDP-Based Multiplexed and Secure Transport(RFC 9000,
May 2021)

* Version-Independent Properties of QUIC(RFC 8999, May 2021)
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* Using TLS to Secure QUIC(RFC 9001, May 2021)
* QUIC Loss Detection and Congestion Control(RFC 9002, May 2021)

SHH, HTTP-over-QUIC= 20194 Hypertext Transfer Protocol Version
3(HTTP/3)22 BRY HZASI M|, 2021 22 OFR|2 AHC0|E &
UOM z|Z 2022'd 63 RFCE 2|F STE[US

+ Hypertext Transfer Protocol Version 3 (HTTP/3) (RFC 9114, June 2022)

QUIC 7|tke] HTTP/3%t 7|& TCP 7[gte| HTTP/1.1, HTTPS, HTTP/22t H]

W= Az )i g

HTTP 1.1 HTTPS HTTP/2 HTTP/3

HPACK  Stream QPACK Stream

TSL 1.2+ TSL 1.3+

- - - .

(A" 1) IETF 23 HTTP Z2EZFO| AE{ X H|W

Transport QUICZ} HTTP/3 Z2EZL2 A5 HAZ0|1 HH2ZQl HFE T2
NAE Soll YIRS

20163 WGO| d&E o|l2= 5¥ 3¢ 26He| CH 3|9|, °F 1,800 12| Ol
A7l & =d Ao o|HYS U2 20 HZESE UHRE[et AY

O|l= Transport QUICO| CHA|SI 1A} 5t= 7|2 & Z2EZO0|H | CHEEC
QIE{Yl MHIAGIN AR U= TCPZL 2bd =R 4048H9| 0| HTTP/2
BFO0| ST(HI=)=A| 61T Y

23, 7122 SPDYE Eoff HTTP/2E8, QUICE EsH HTTP/3E O|FCEA
IETFOIAM 2 S™S 0|2l 7|”0] =[U3

(a3 2)= TCPERE HTTP/37AQ] IETF #FESF FAE LERH, (OF 3)
Transport QUIC2t HTTP/3 BE&7|=52| &8 LIEHH
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Web

Outer Inner Server
Connection

Connection

(A3 4) Z=A| M| A JiEE

stR[ot 7|20

-
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IE

2 A

0+>
[l

ZEZ ZEA 7|2 AYHE 7L US

. 7| HTTP ZEAlS US3HER fOn TCP 7|UoR SHE

LS —

271 HOI SOCKS= TCP/UDP 7|8t0]7|= SHA|TH =8t &|R| 942
Transparent TCP IZEA|= On-path7t 2[20|H TCP 7[2t(must be
on-path, mandatory to use, TCP)2= StHE

- HTTP CONNECT= Y==2p/t HEd AfRO|H TCP 7[8te= ohYE

¢, QUIC 7[2te| HTTP/3= T AZOIM Y=stzl ordst HZ, CrsetE
AEZ, F4 00|08 H S& 2 AV ASst/| =20l el Edf
S ZEANY = UAs ZREZE & StHY

fESk, UDP 7[Ete] QUIC Z&| fI0lM S2El= HTTP/3 HIO[E O F2= H
2|ld Ho[E MES AHSste ZEAIS Sof UDP % 7[Et HMElY SE22E
HEE = WA otH, 0132 AMu|A0 et S22 €4 & 79 & &+ Ucs
2¥-3H AHES A&

o MASQUE WGe| 4% Hjd & =8

Transport QUIC 7|8k9| HTTP/3 ZR2EZS &850 7|2 A&
Al 7= HHEE sligste, Yool HIo|E7} QUICE S5l ElEd
£ QUICE 7|8H(Substrate) Z2EZ2 AMESILAL &
MASQUE WG2 MH|A AHIE A (Cloudflare 3) Y ZHZ x5 Bl (Apple
5)9 2a£0 2020 F 1072F 290l BOF/t ZIdE|UD Ol WGz 59
O] &2l Cloudflare?| Christopher A. Wood®t AppleQ| Eric KinnearZ}
_—l._E o|;<|-2 |:||-7.|| E|0-Ig
MASQUE WGe| =2 ZFH+= “To allow configuring and concurrently
running multiple proxied stream-based and datagram-based flows
inside an HTTP/3 connection concurrently”, & © HTTP/3 HZ LHOIM
CtEel ZEA| AE™ L HO|E1H 7|8 E2RE st SA[0] 23" =
U= H7FLIES &St A
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OlF QUICH 4lzlg =~ gl HAR] M&
20X UDPE &3tAOo= E{dddl= E=
QUICE ZEA| ZHE A|¥St= STREAM Z DATAGRAM Z& ZZ|0|E|HE
AHEe

MASQUE WGHIAM= 20|AM AHsH QUIC HI0|E{1ZO| HTTP/3MIA AMREl=
HrAlS O2 2A0AM R UZ (0] 2A= #eli QUIC WG WOIA A2 A[2F
£[0] MASQUE WGLZE O|ZE|IUS)

g Agsts 7|2 247} ooz U
H

+ HTTP Datagrams and the Capsule Protocol (draft-ietf-masque-h3-datagram-11,

17 June 2022)

UDP datagram

QUIC Packet

Quarter UDP datagram
Stream ID payload

(d2 5) MASQUEO|IM C|O|E{12 #4435t HEE

o MASQUE WGe| fQ7|= 2 : HTTP/3E ¢let CONNECT HIA~E (HTTP UDP

CONNECT)

- 2CI0|UET} ZEAIE Sdll e AMHet HTTP/3Z 848 o= 3% 3a%t &
ZH = 0
[=]

HA 27ARE ¢ Hsst ofiAlE HOIZES HEEY SRS € + UARE ZEAPYL
CHeofl tiet UDP HZE =5 AAlSs YH
=& Z2O%2 UDP HO|HlS H'E fIz2t 4 S2E =
2|HAM ST ZF HES o8 2gst=oH0 et &&E 7|=0| Z
23 %= MASQUE WG M= L33t 23

+ UDP Proxying Support for HTTP(draft-ietf-masque-connect-udp-15,

17 June 2022)

b
!
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¢l =M= e Mol UDP 421 A5t !

rir

MZ=2 &2 HTTP H|
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CONNECTY| 25t Z4el (o]t HTTP UDP CONNECTZt HE)

WGO{| M °”*"“°i CtE1 %E HZ 7|=0|H TCP-only HTTP CONNECT
B0l CHet UDP 718 TS 7[Hol2te & &+ US

O] HIAEE= 22| “Bootstrapping WebSockets with HTTP/2(RFC8441)” 0|
M HTTP/2E %ol A2 =Y E=UCH A= HTTP/3= flot ==
CONNECTZ =35} 3¢

3=l CONNECTQ! HTTP UDP CONNECTOAS S2j0|HETH Q3sH= o
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el 27| ARE Algl= RFC844101M 7|&34=0] HTTP/2 7] WebSocketO|
A2, M= UDP HOM S25H= QUIC 7|8 HTTP/3 S8Z=273 82
Hasin 28
1 ?
2l >
—
Client Proxy Server
HTTP/3 Extended CONNECT uDP
ausrQUICand. UOE End-to-end flow of unreliable messages
D B EEEE AR SR PP >

(1% 6) MASQUEOWA HTTP UDP CONNECT =&k

MASQUE WG| Z27|& 3 : IP Proxying

MASQUE WG2 7|& VPN AE ARE CHE= gt 1P ZEA0| CHet Q5 At
g= CHRL AS

IP Proxying 7|=2 CHE CONNECT Z2EZ dAI2t FARBIA|ZE F 7HA| 2}0]
20| 9le

QUIC H|oje{1 =S ARESt= HTTP/39| ZTEIEHY J|5=
Y HTTP HZS Sdli of2] IP ZEA| HZS 4™

A2 CONNECT 7|EF ZEZA|= 0|0 TLS 2 7|& WebPKI0| 0| ERF=l AHEH
A 2 =tFo o Melst2z IP EfES flet CONNECT 7|8HE £=440] O[2{of|
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e
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IP Proxying Support for HTTP(draft-ietf-masque-connect-ip-02, 11
July 2022)
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g 10)
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- (i”—H) MASQUE 7|§01| CHeh ®Eah & JHZO| 27| TA07| W= =Uel &
F oAl MY ORIZRAZ 20| E[0] RAA| 5. T, =UUME Transport
QUICRH HTTP/3 7|&0f| CHer 2H:t0] AIZTE|Z U0 O|of CHer AlZ del 27|

AR &+~ AS

Youtube.com
Facebook.com
Live.com
Instagram.com
Google.com.hk
Canva.com
Vik.com
Whatsapp.com
Google.co.in
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1Ju21 1Aug  15ep 10ct 1Nov 1Dec 1dan22 1Feb 1Mar 1Apr 1May 1Jun 1dd
Usage of HTTP/3 for websites, 19 Jul 2022, W 3Techs.com

s Popular sites using HTTP/3
5 //v,—/ Google.com

HTTP/3 is used by 25.5% of all the websites(&Z : W3Techs 2022H7&19¢ 7|&)

(az 8) MASQUES| 7|8t 7|&Q! HTTP/32| &4t siEt

HTTP/1.x vs HTTP/2 vs HTTP/3 TLS1.2 vs TLS1.3 vs QUIC
Learn how Cloudflare supports HTTR/2 and Learn about the differences between TLS 1.3 and
HTTF/3 to speed up your websites without TLS 1.2 and the advantages of using the latest
requiring any changes to your existing codebase, TLS version.
@ HITP/1x | @ HTTP/2 @® HTTR/3 @ TLS1.2 ® TL51.3 @ QuIC
7% 63% 29% 11% 59% 30%

HTTP/1.x vs HTTP/2 vs HTTP/3, TLS1.2 vs TLS1.3 vs QUIC,
(&% : Cloudflare Radar 20221 7€ 7|&)

(O3 9) MASQUES| Z|gt 7|=Ql HTTP/32t QUICS| 7|&7|= CHH| AFBE
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Popular sites using QUIC

Google.com
Youtube.com
Google.com.hk
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1Ju21 1Aug 15ep 10ct 1Mov 1Dec 1dan22 1Feb 1Mar 1Apr 1May 1dun 1Ju

Usage of QUIC for websites, 19 Jul 2022, W3Techs.com

QUIC is used by 8.3% of all the websites(&= : W3Techs 2022 F37&19¢ 7|&)
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